e I

CISO, SOC, CSIRTRUt+2!)Fri85&(-1
a2l Tr R EIXFEEEFIZER !

fh(cEEE BN DAY T—5 | LR ETDAI BEEZ
BRELEYTFNZLALAF )T -HES ) 2—>3> !

[ S HEDRIC 7~47tJm&o/\77y~<7/x~$ff!a@f’@@7—&®H§%$g7x/~x1m_mxum] °’”““

EXTRAHOP ‘

REVEE >§)

‘=@ ExtraHop
Reveal(x)

‘@ ExtraHop

ASNBOIE, F—2RRAMICEEL, HILOHETHASNS DA% F =8 Th? AGER SELLRITY

AWARD
*H B Gartner, DEFSRO A APEL ST 4 —< L AEH~DIA YT —ZEBR LT =2 T LT o 0EH | L\@A

Vivek BhallabWill Cappelli, 20164£3 H
BEIZ10FELIEIZP=Y, DAY T—25 i TIXEE R, T D, ExtraHop Networks#t (7A1#4, & 7rL) 5 BIFEL 7=

BHDAI EMLT2/O05—FEFEL - "Reveallx)” (4. CHFETICLVEHEIEEE / BELZEBIEY / BB EHZ/IZLY
LTRSS VOF 2 ) T A E T B E AR ZERLET !

Reveal(x) I%, /DY 2—a B3 R70 WHERRREICHIZT 77 2 THOTIERL, T3 R - A0E8 - 84 2 HE{k L7z 3-in-1

U—r7u— N TEFa )T 4L —T a2 nEikL . ExtraHop Networkstt RNEBTA YT — X LB DA EERFE 1 ¢, BE
BPEIT S RIE T BT NHA DR LET,

IBRDYVa2—>3> TIEFAEEL, IEEDY TN RA L ATRFHEE !

Wb v 7 47 RIE/—R, 10TT SAA, LUBYODYV AT L%y bV —7 FCilEL T DBRICR I E 352 81cd->C BEazdk
[, B YR AR EE KIE T RICEBEN OSBRI LE T, ZORBAL TIV e RZED, RV hT—21F, &2 THITAE
AL TR AL, BRbEEN CTEREBEEDT —F— R0 ES,

s TVl MRS BRI LW T A N E T, & TOEERESNIT A A% HEIRIZ Gar|

o T—HRX—=Z AAAY— K ODNSY— R =7 BT T 4T T T vy R&D /XTAiik @EE&%F CHRICIEE RO ZENER S
c 1ODARUNMIBITD, ar TR AN VBB OEREEEZED T, NI ar DL2A~TT — X D5y NI T 718 A

< 40LL Eo T ahaV RN L. SSLRPPES (perfect forward secrecy) b7 7 47 & fif i

(DAY T—8IEITSLTCDEEA 2T ) [CHTBEFERES Y2 R—F (EFEL )

“=@ExtraHop Dashboards ~ Alerts
Reweal(x)

Metrics Records Packets

* &

Tue 10715
© o ERNEN - L

Filter Show More Til'rlelimi2 15@0)%#*%&

Security Command & Control 0 Reconnaissance Exploitation Lateral Movement _ « 1 Actions on Objective « 3

Security Category

Any

Reconnaissance {3}
Ransomware (2]
Lateral Movement (1)

Exploitation (2)

4 R 13:00

Today 13:00
lasting an hour

. 83
Exfiltration (1) RAMSPAPEAANE e
Actions on Objective (3]

DT RAAINSLEFITK
BOT —5DIMBOIPT R
LRZEBNEL,
RESNIZT AN (R
BT A BT ~15D)

T — X DL IED A HE
PERHYET DO THHRTL
7230,

ZDTNAAL RO
RARAL AT — XL

NEW
O SEC-19472
& wendy

4 H 12:00

Today 12:00
lasting an hour

83

RISK

BELDLapTop 76T —&
DGENRHVELT !

This device sent an unusually large amount of data to an external IP address. Investigate for a potential data

exfiltration attack, where a compromised device transfers unauthorized information to an attacker.

This device exfiltrated data to the following endpoint:

34208 2476 via 55H: 1.1GB
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This device sent an excessive number of read requests owver the Common Internet File System (CIFS) protocol. This
anomaly indicates that the device might be compromised and is preparing files for dats esdfiltration.
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