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CORE NETWORK OWASP Top 10 2017
ARP, ETHERNET, ICMP(v4/v6), IGMPV3, IP(v4/v6),

TCP(v4/v6), UDP(v4/v6) Al Injection

A2 Broken Authentication
FILE SYSTEMS .
CIFS/SMB A3 Sensitive Data Exposure
ICS/SCADA A4 XML External Entities (XXE)
BACnet, CoAP, DNP3, EtherNet/IP, IEC 60870-5-104, IEC A5 Broken Access Control
61850(Goose/MMS/Sampled Value), Modbus, OPC UA, A6 Security Misconfiguration
ProfitNet

A7 Cross-Site Scripting (XSS)

NETWORK MANAGEMENT o
A8 Insecure Deserialization

CWMP, DHCP(v4/v6), DNS, LDAPV3, NTP, OCSP, PPTP,

SIP, SNMP(v1/iv2/v3/trap), SSHv2, TFTP, Telnet, TLS 1.2, A9 Using Components with Known Vulnerabilities
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Processor 6th gen Intel Core i3-6100U *Eﬁo)lz”‘gt#‘lUT’fKE —C/\B'ﬁéhr(:\%)§¥f'ﬁmfd:
System Memory 8GB memory or higher ﬂ4l\_t$ll}7—4*£ﬁh&‘ Common Criteria, CEtl‘
. CISSP. CSSLP. ECSA, GPEN. GWAPT, ICE 6244373 E%
HDD 178 or higher BE070EBRLERY A N\—tEF 2 TAIRAEER
Case 213 x 75x 100 mm, W: 1.8 kg ELTWET,
2:::2:; . RI45 Gigabit Ethernet LAN PORTS X 4
USB 3.0 ports (rear) x 2,
use USB 2.0 ports(rear) x 2
Power 60W DC power adapter
WiFi 802.11a/b/g/n 1SO 21434 1S0 27001 1S0 27034 1S0 27701 CCOMMON CRITERIA
Antenna WiFi 2.4GHzx 1/ 5GHz 5dBi x 1 NISI' \
*The form is for reference only; actual spec. and case size are based ’?’E:E;:L,:“::;'UEJ““ﬂ”V Dev l é O
on the real product. NIST SP 800-64 \ '/ amazon alexa
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